MEMS technology is being used in military systems in each of these areas.
DARPA and the Armed Services continue to support MEMS technology advancements through several research and development (R&D) programs.
Systems for homeland security will require much of the same functionality as that required for similar military systems. For example, personal protective equipment (PPE) for warfighters may be similar to equipment needed for homeland security first responders (e.g., law enforcement officials and firefighters). This commonality of functions and systems will allow homeland security system applications to benefit from DoD's investment in MEMS technology for military systems.
Events that have occurred during the past 3 years have spurred the need to develop systems for homeland security applications. Because of the similarities that exist between DoD and DHS objectives and missions, DHS could benefit from the investment that DoD has made-and continues to make-in MEMS technology. Many opportunities exist for MEMS-based technologies to fulfill homeland security needs. Successful technology transition from DoD to a manufacturer and ultimately to an end user is critical if these emerging technologies are to be available to meet future challenges of DoD and homeland security missions.
One of the major challenges in advancing new technologies along the development path from concept demonstration to production for a specific application is the expense of fabricating the prototypes and performing field and operational testing. Joint efforts between DoD and DHS could reduce these costs for both agencies. Systems for homeland security will require much of the same functionality as that required for similar military systems. For example, personal protective equipment (PPE) for warfighters may be similar to equipment needed for homeland security first responders (e.g., law enforcement officials and firefighters). This commonality of functions and systems will allow homeland security system applications to benefit from DoD's investment in MEMS technology for military systems.
MILITARY APPLICATIONS AND POTENTIAL HOMELAND SECURITY APPLICATIONS FOR MICROELECTROMECHANICAL SYSTEMS (MEMS)
A
B. MEMS TECHNOLOGY OVERVIEW
A basic understanding of MEMS technology is necessary to identify the potential uses for MEMS in commercial and defense products. MEMS technology is a manufacturing approach that chiefly uses integrated circuit (IC) fabrication processes to produce miniaturized mechanical structures integrated with microelectronic components (Ref. 1).
Similar to IC processes, MEMS processes typically consist of a series of material deposition, patterning, and removal steps to form the mechanical and electrical components. Unlike IC applications, at least part of the structure of the mechanical components is released from the substrate and is free to move (Ref. 1). Three common MEMS batch fabrication processes used are surface micromachining, bulk micromachining, and LIGA. 1 Surface micromachining is used to create structures by patterning and etching thin films that are deposited onto a wafer's surface. Typically, components have at least one feature (e.g., support spring width) with micrometer-sized dimensions. Depending on the number of structural layers used, the complete mechanical structures produced can be as thick as 10 µm. Surface micromachining is used to create structures for a variety of commercially available MEMS products, including accelerometers, rate sensors, and pressure sensors
Bulk micromachining uses wet-chemical or reactive-ion etching to remove material selectively from bulk wafers, usually single-crystal silicon (SCS), to form the MEMS structures. Released structures are formed through etching underneath a masking material applied to the wafer. Similar to surface micromachining, the structures created have at least one feature with micrometer-sized dimensions. Released bulk micromachined structures can also be formed when a substrate that contains a sacrificial material sandwiched between two structural materials is used. Typically, this type of substrate is formed by bonding one silicon wafer to another silicon wafer in between which is deposited a silicon oxide layer to serve as the sacrificial material. The released structure is formed through etching the top wafer and then removing the sacrificial layer using a material-selective etching technique The LIGA process consists of deposition and patterning of thick photoresist and plating metal into the patterned resist. The most commonly used resist is polymethyl methacrylate (PMMA), which is patterned using x-ray exposure. Metals such as copper, nickel, and nickel-iron alloys can be plated into the patterned resist. When the patterned resist is removed, the metal LIGA structures remain (Ref. 2) . LIGA structures are generally between 50 and 500 µm thick. As originally developed, the metal structures are still attached to the substrate and can be used as the final device or as a master for an injection mold. A sacrificial LIGA process was developed where the plating base deposited on the substrate is selectively removed and portions of the metal structures are released, similar to surface micromachined structures. • Space vehicles and systems
• Weapon systems
• Air vehicles and systems.
Examples of specific opportunities cited in the NRC report for further advancements in microsystems (or MEMS) technologies are (Ref.
3):
• The development of large, distributed arrays of multifunctional and multispectral sensors
• The development of systems for propulsion and aerodynamic control for air and space vehicles
• The continued advancements in miniaturization of systems because of advancements in the integration of microscale and nanoscale processes.
While these are specific opportunities for USAF systems and vehicles, they are consistent with the broad areas cited in the 1995 DoD report.
Currently, MEMS technology is used in products for the following military systems:
• Competent munitions
• Display systems
• Sensors that provide information for situational awareness. 
DARPA MEMS Development Programs
MEMS technology development continues for many military systems and subsystems. DARPA is one of the leading agencies supporting MEMS technology development, mainly through programs in the Microsystems Technology Office (DARPA MTO).
DARPA has several programs for developing MEMS technology. These programs provide a clear indication that DARPA continues to support MEMS development for military systems consistent with the 1995 DoD report. Note: Not all the MEMS-related programs at DARPA are presented.
• Chip Scale Atomic Clock (CSAC). The CSAC program's goal is to create ultra-miniaturized, low-power, atomic time and frequency reference units that have the following characteristics compared with current reference units: at least a 200X reduction in size (from 230 cm 3 to less than 1 cm 3 ); at least a 300X reduction in power consumption (from 10 W to less than 30 mW); and matching performance (frequency stability) (i.e., Allen deviation of ±1 × 10 • Micro Power Generation (MPG). The MPG program's objective is to generate power at the microscale to replace bulky batteries in stand-alone microsystems (i.e., microsensor systems that have a wireless communication function). The goal is to produce power at a modest energy conversion efficiency of 10 percent from a higher energy-density fuel (e.g., a hydrocarbon fuel). A chemical-energy-to-electricity conversion efficiency such as this will allow the power generator to be 5 to 10 times smaller than conventional batteries (Ref. 8). Potential military uses are for unattended ground sensor (UGS) systems and for soldier system components where size and weight are critical factors.
• Harsh Environment Robust Micromechanical Technology (HERMIT). The HERMIT program was established to address the need for MEMS components and systems to be able to operate in extreme environments experienced by military systems. The HERMIT program's goal is to develop micromechanical devices that operate under harsh conditions, including high-g forces, long nonoperating storage times, high-power handling, exposure to corrosive substances, and large temperature differences. States, reduce the nation's vulnerability to terrorism, and minimize the damage and assist in the recovery from such attacks (see Figure 1 ). DHS has five major divisions, or directorates, as follows (see Figure 2 ): 
DHS S&T Directorate Overview
The mission of DHS's S&T Directorate (see Figure 3) is to promote research, development, test, evaluation, and transition of homeland security capabilities to federal, state, and local operational end users. The role of the Office of Plans, Programs, and Budgets (PPB) is to define needs, identify gaps, and set priorities for programs. The roles of portfolio director are assigned to top staff within this office to ensure coordination of research among the DHS components. The numerous portfolio areas include crosscutting areas such as biological, chemical, radiological, nuclear, and explosive countermeasures; standards; safe communications; critical infrastructure protection; and cybersecurity. Also included are areas specifically tailored to the unique needs of a particular focus within DHS (e.g., the Secret Service). The Office of Research and Development (ORD) works with universities and government agencies on a noncompetitive basis on long-term research projects to provide the nation with an enduring research, development, test, and evaluation (RDT&E) base oriented toward homeland defense applications.
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The Homeland Security Advanced Research Projects Agency (HSARPA) is the external funding arm for the DHS S&T division. HSARPA, like DARPA on which it was modeled, is intended to function as an independent entity that has the authority to make autonomous funding decisions. It awards R&D grants on a competitive basis to private, public, and academic sector entities to identify and develop new technologies, demonstrate rapid prototyping, and promote technology transfer and rapid technology deployment.
About 90 to 95 percent of HSARPA's funds are earmarked for identified DHS requirements and target programs whose technologies will be ready for field deployment within 2 years. The remaining 5 to 10 percent of funds are intended for revolutionary research that will result in breakthroughs and new technologies and systems. In addition to developing systems to be used in addressing missions, HSARPA has a responsibility to establish standards for the systems developed in conjunction with the PPB. • Bioagent Autonomous Networked Detectors (BAND). BAND is intended to provide continuous distributed monitoring of outdoor urban areas. The BAND system will contain autonomous, networked biological sensors to sample the air for bacteria, viruses, and toxins.
• Rapid Automated Biological Identification System (RABIS). RABIS will develop systems for continuous monitoring of indoor environments plus selected outdoor locations. RABIS will contain fully autonomous sensors capable of identifying a variety of biological agents and will have a response time that provides sufficient warning to enable protection by limiting exposure.
• Autonomous Rapid Facility Chemical Agent Monitor (ARFCAM). ARFCAM will develop a system to monitor facilities continuously for CWAs and toxic industrial chemicals (TICs).
• Lightweight Autonomous Chemical Identification System (LACIS). LACIS will develop an autonomous, portable system for the detection of CWAs and TICs by first responders.
• Portable High Throughput Integrated Laboratory Identification System (PHILIS). PHILIS will be a rapidly deployable system capable of analyzing thousands of samples in the field per day to identify chemically contaminated areas.
Fieldable prototypes of these detection systems are to be developed, and a clear path to transition this technology to commercialization is to be established. When proof of concept is achieved on an HSARPA-funded project, the project is intended to transition to the Office of Systems and Engineering Development (SE&D).
HSARPA
SE&D evaluates and develops the systems context for solutions, conducts rapid full-scale deployment and acceptance testing, and transitions to production and deployment. SE&D is to perform evaluations of risk, affordability, performance, and supportability for candidate systems. The project then transitions from SE&D to other parts of DHS. SE&D is intended to operate similarly to the DoD's 6.3 to 6.5 programs.
E. POTENTIAL HOMELAND SECURITY APPLICATIONS FOR MEMS TECHNOLOGY
DHS recognizes the need to develop and apply new technologies to meet DHS objectives. MEMS technology, along with many other technologies, is a candidate for use in future DHS systems. Based on the strategic objectives and related missions presented in MEMS-based imaging systems using microcantilever-or microbolometer-based pixels may be advantageous for nighttime surveillance activities. Tunable IR imaging systems in which spectral tuning is provided by MEMS elements would enable the location and identification of highly camouflaged targets through the detection of their unique spectral signatures.
In addition to situational awareness applications, MEMS-based technology is also expected to have utility in personnel and facilities protection and decontamination. Applications include air purification and body protection from all hazards. Nanotechnologies could be incorporated into microsystems to develop packaging material, gas masks, and protective clothing to mitigate the effects of chemical agents and biological pathogens. Protective gear may eventually contain wearable sensors and possess built-in decontamination capabilities.
Wearable sensors that provide physiological information could be useful for monitoring the health of first responders (e.g., firefighters who work in physically taxing situations or are exposed to environments that have potentially toxic but unknown materials). all the military systems shown in the leftmost column. In the Homeland Security Applications column, the systems for which commonality has been discussed are indicated by a check mark (√), other possible opportunities not discussed in this document are indicated by an asterisk (*), and systems that are not applicable to homeland security are indicated by N/A.
F. LEVERAGING MILITARY TECHNOLOGY AND DEVICES FOR HOMELAND SECURITY APPLICATIONS
Many similarities exist between military and homeland security missions. For example, DoD owns and operates an extensive infrastructure of installations, some of which resemble self-sufficient municipalities. DoD installations are responsible for providing their own fire service, law enforcement, security, operations, and maintenance. DoD also employs Finding a way to share with the civilian community some of the technologies that DoD has developed for its own purposes is a desirable goal. However, while the military and homeland security missions may be similar, the specific device and system requirements may differ. Consequently, technology and devices developed for military uses may need to be adapted to address homeland security mission needs successfully.
One of the major challenges in advancing new technologies along the development path from concept demonstration to production for a specific application is the expense of fabricating the prototypes and performing field and operational testing. front-line civilian personnel traditionally have limited funding resources, the products must be affordable to be of practical benefit. Systems must integrate well with current equipment and infrastructure. End users will not be able to afford systems that require the complete replacement of existing equipment and infrastructure.
G. SUMMARY
MEMS technology has been under development to address DoD mission and capability needs for over a decade. Events that have occurred during the past 3 years have spurred the need to develop systems for homeland security applications. Because of the similarities that exist between DoD and DHS objectives and missions, DHS could benefit from the investment that DoD has made-and continues to make-in MEMS technology.
In addition to the opportunities cited in this document, many other opportunities exist for
